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Overview

This Release Bulletin announces an updated version of the Nox DB, a database solution from Nox
Medical. Nox DB collects statistics from Nox sleep study data (T3/A1) on a local/networked sleep
facility storage. After collecting statistics, the tool can filter and query data for export to Excel (.xlsx
and .csv) data formats for further data processing or reporting.

The Nox DB runs as a Microsoft Windows application but requires Noxturnal 6.3.1 and an SQL database
installed on the same computer. The following are required to complete the setup of the Nox DB:

e Noxturnal 6.3.1 or later
e SQL Server 2019
e SQL Server Management (Optional with Nox DB 2.0.0)

Download Nox DB

You can download the latest version of Nox DB from the Nox Medical Website or from this Dropbox
link.

Note: The SQL Server and (optional) SQL Server Management Tool must be installed before Nox
DB.

SQL Server 2019
The install file can be downloaded from the Microsoft download center here.

SQL Server Management Tool (Optional)
Install the SQL Server Management tool from the Microsoft download center.

Changelog for Nox DB 2.0.0

New Features & Functional Enhancements

e Introduced a report generation feature in the Records tab. Each row has a report icon that
opens a dialog listing all available reports for the selected study.

e Enabled recursive scanning of subfolders when a parent folder containing multiple study
folders is selected as a datastore.

e Added Ul support for enabling scheduled scan via Windows service.

e Automatic scanning configurable via settings, executed through a Windows service based on
user input.

e Users allowed to represent Number, Datetime, or Timespan values as raw strings.

e Disabled the database list when the "create new database" radio button is selected. Included
a fix for the loading indicator.

e Added buttons and descriptions for preset creation and editing.

e Displayed estimated time and elapsed time during the scanning process.

o All paging, filtering, and sorting operations in the Record View use headers from the
materialized table, which is recreated upon data import or preset changes.

e Enabled opening a study in Noxturnal directly from NoxDB.

e Enabled export functionality for large databases.
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Install Instructions

Minimum Required Noxturnal 6.3.1 and Later for Nox DB Install
Noxturnal or Noxturnal US 6.3.1.34324 is required for Nox DB to function. The version on your
Noxturnal installation can be found in the Help Menu — About.

The Noxturnal software is available at www.noxmedical.com/download

Windows Administrative privileges are required to install Nox DB.

Install SQL Server 2019
The user must install SQL Server 2019 Express for the database functionality of Nox DB. The
recommended SQL server is a free version. Download the install file from the Microsoft download

center here.
To install SQL Server 2019:

1. Run the install file (SQL2019-SSEI-Expr.exe)
2. Select the “Basic” installation type:

SQL Server 2019
Express Edition

Select an installation type:

Custom Download Media

asic installation type to
Server Database
with default
configuration.

3. Accept the license agreement.

4. Select the default installation location:
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SQL Server 2019
Express Edition

Specify SQL Server install location

5. The SQL Server 2019 Express edition has been successfully installed on the computer. Do not
change the settings listed after the installation has been completed.

SQL Server 2019
Express Edition

Installation has completed successfully!

INSTANCE NAME CONNECTION STRING
SQLEXPRESS

SQL ADMINISTRATORS SQL SERVER INSTALL LOG FOLDER

LAPTOP-FGAH22I9\dmin

FEATURES INSTALLED
SQLENGINE

VERSION INSTALLATION RESOURCES FOLDER

15020005, RTM Ci\Progra

6. Close SQL Server Installation

Install Nox DB

To install Nox DB:
1. Run the executable file (NoxDB_X.X.X.exe)
2. Accept the license agreement.
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£l Setup - NoxDE version 1.2 -

License Agreement
Please read the following important information before continuing.

©7 .

Please read the following License Agreement. You must accept the terms of this agreement before
continuing with the installation.

Software License Agreement
Please read the folloning terms and conditions of this Software License Agreement carefully before
using Nox Medical's NoxDB software application (the "SOFTWARE PRODUCT"). Your use, distribution
or installation of this copy of the SOFTWARE PRODUCT confirms your acceptance of this Software
License Agreement and its terms and conditions (the "License”) as regards the licensing of the
SOFTWARE PRODUCT, whereby Nox Medical grants a limited, non-exclusive, restricted and non-
transferable licence, without the right to sub-icense, to use the SOFTWARE PRODUCT according to
the terms and conditions set forth herein during the term of the license and solely for your own use in
your profession or business. The SOFTWARE PRODUCT herein means and includes all software, image
files, all accompanying files, data and materials received with your order of NoxDB, and all
modifications, corrections, improvements, enhancements and updates thereto, as well as any copies,
parts, translations, alterations or derivative works thereof or resulting there from.

If you do not agree to any of the terms of this License, then do notinstal, distribute or use the
SOFTWARE PRODUCT.

The SOFTVWARE PRODUCT may be installed and used on only one computer. Its component parts may
not be separated for use on more than one computer, The SOFTWARE PRODUCT may be accessed

themich = nehanr ol 2far chtsininn 2 site liranea All cmmnnente arramnaning +h

v

(@)1 accept the agreement
()1 do not accept the agreement.

3. Insert the server’s name into the SQL Version field. The string snipped from the SQL Server
2019 Express install is an example below. Windows Authentication will suffice to connect to

the database. Users can click on the blue help icon (1) to find details (2) for the default server
and other details to help set up the local server.

Setup - NoxDB version 1.1.3 —

Connect to Database Server
Enter the information required to connect to the database server

SQL Server: @

Server name:

Default database name noxdb =

Select existing database

X

Cancel

Setup

To establish a connection with the SQL Server, verify that you're
using Microsoft SQL Server Express 2019 version or a comparable
edition. Ensure that you have the necessary permissions and access
rights.

Server names in the connection string should be formatted as
follows:
[ServerName]\[InstanceName]

For example:
localhost\sqlexpress

Here:

- [ServerName] is the name or IP address of the SQL Server.
- [InstanceName] is the name of the SQL Server instance (if
applicable).

Make sure to replace “localhost” and "sqlexpress” with the actual
server name and instance name you want to connect to.

OK

4. Paste the server’s name into the server’ name section (1) and click Connect (2). A green tick
will appear when the connection to the database is made.
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¢l Setup - NoxDB version 1.1.3 - X

Connect to Database Server
Enter the information required to connect to the database server

sqL Server: )

1)

o Connect

Database:

Create new Database |Default database name noxdb
o Select existing database

Back MNext Cancel

5. Select an existing database or create a new one. The default database name is noxdb.

cl5 Setup - NoxDB version 1.1.3 - ps
Connect to Database Server
Enter the information required to connect to the database server
SqL Server: @

severname: [ ENsooresd ]

Connect J

Database:

®lie

(D) Select existing database

6. Optional feature to execute scans automatically (See more detailed description: Automatic
Scans)
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7.

I'i’l Setup - NoxDB version 1.1.3

Automatic scan Datastore
Automatic scan active datasets that

Activate automatic scanning

Choose the time )

Every 3 days
Bi-weekly (once every two w
Monthly

Two Months

have been inserted into database

Q@

Proceed to the next page using the default shortcut settings.

¢y Setup - NoxDB version 1.2

Select Additional Tasks
Which additional tasks should be performed?

Additional shorteuts:
Ereate a deskiop shortcuts

Select the additional tasks you would ke Setup to perform while instaling NoxDB, then cick Next.

©7 .

8. The settings have now been configured for connecting the Nox DB interface to the SQL

Express database. Click Install to continue with the installation.

¢y Setup - NoxDB version 1.2

Ready to Install
Setup is now ready to begin instaling NoxDB on your computer

Click Install to continue with the installation, or ciick Back if you want to review or change any settings.

- =

Additional tasks:
Additional shortcuts:
Create a desktop shortcut

Back

Install Cancel
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9. The software is now ready to be launched.

ri’l Setup - NoxDB version 1.2 —

Completing the NoxDB Setup Wizard

Setup has finished installing NoxDB on your computer. The application may
be launched by selecting the installed shortcuts.

Click Finish to exit Setup,

{aunc

Automatic Scans

Important Security Notice: Enabling this feature allows the task to run automatically even when the
user is signed off. This could pose a security risk, as it may allow unauthorized access to local
computer resources. Please notify your system administrator before enabling this feature to ensure
proper security measures are in place.

Follow these steps to modify a task in Task Scheduler to run even when the user is signed off.
Note: The default installation path is: C:\Program Files (x86)\Nox Medical\NoxDB\.

1. Open Task Scheduler:
a. Click the Start menu and search for Task Scheduler.

b. Right-click on Task Scheduler and select Run as administrator.
2. Create the Task:

a. Inthe Task Scheduler window, click on "Create Task."
In the dialog box, set the Name to NoxDB_Scan.

c. Inthe Security options section, select the radio button "Run whether user is logged
on or not."

d. Check the box for "Do not store password. The task will only have access to local
computer resources."

e. It'srecommended to use a different location than the username and specify a service
account with the necessary permissions. This account should also be authenticated
in SQL Server and have access to the NoxDB database.

3. Configure the Task Triggers:
a. Gotothe "Triggers" tab and click "New."
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b. Choose the desired time when the task will repeat itself and click "OK."
4. Configure the Task Actions:

a. Goto the "Actions" tab and click "New."

b. Inthe "Program/script" field, set: (installPath)\NoxDB.exe

c. Inthe "Add arguments (optional)" field, insert: /args --argl=sync.

d. Click "OK."

The task is now successfully added to the Task Scheduler.
Edit the Configuration File:

e Open (installPath)\Shared\appsettings.json with Notepad.
e Change "IsAutomaticScanning" property from false to true

Configure Local Security Policy:

a. Open the Start menu and search for Administrative Tools.
b. Find and open Local Security Policy as an administrator.
5. Modify User Rights Assignment:

a. Inthe Local Security Policy window, navigate to Local Policies -> User Rights
Assignment.
Locate and double-click Log on as a batch job.

c. Inthe Log on as a batch job Properties window, click Add User or Group.

d. Enter the name of the location that runs the task from the task scheduler and has
access to the database and click Check Names to validate.

e. Click OK to add the user and then click Apply and OK to save the changes.

;lwve Action View Help
| 4= = X 7] Log on as a batch job Properties

3 Security Settings

4 Local Policies

Audit ol

Windows Defender Firewall with Advai
Network List Manager Policies
Public Key Policies
Software Restriction Policies
Application Control Policies

#, 1P Security Policies on Local Computer
Advanced Audit Policy Configuration

Your task NoxDB_Scan should now be configured to run automatically even when the user is signed

off.

o
Deny log on locally
a User Rights Assignment
Deny log on through Remote {
3 Secunity oprions

Policy
Deny log on as a batch job
Deny log on as a service

Enable computer and user accd
Force shutdown from a remote|
Generate security audits
Impersonate a dient after auth|
Increase a process working set
Increase scheduling priority
Load and unload device driver:

3 Log on as a batch job
0g On as a service

Manage auditing and security
Modify an object label
Modify firmware environment
Obtain an impersonation tokef
Perform volume maintenance |
Profile single process
Profile system performance
Remove computer from dockin|

Renlare a nracecs lavel tnkan

Local Security Setting Explain

'él Log on as a batch job

Administrators
Backup Operators

Performance Log Users

Add User or Group.

Cancel
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Install SQL Server Setup (optional, adding new user is also available in NoxDB)

Now, it’s time to set up user access for the SQL server. Depending on how user access is set up on
the PC, this is the trickiest part of the installation. If it’s a local PC with local user access, it’s relatively
easy to set up, as per below.

e Install SQL Server Management tool from Microsoft. Note, scroll down to the Download
SSMS section of the webpage. Installing SQL Server requires Admin privileges.

=¥ Connect to Server X
SQL Server
SQL Server Management Studio LTI Database Engine =
1 . ; localhostisgl
«» Management Studio 19 Server name: el o i e
L Authentication: Windows Authentication “

Ap[.‘,

Cancel Help Options >>

e Copy the server location specifier below in the Server name menu (This server name will
differ between installations). Below is an example and your Server name will be different.
Click Connect to connect to the server.

oFf Connect to Server X

SQL Server

Server type Database Engine
Server name localhost\sqglexpress
Authentication Windows Authentication

Cancel Help Options >>

Create a new Login for users that will operate the Nox DB
e Next, we need to add security access for the user to access the server tools and database.
We first need to give the user access to the server database to do this. Navigate to
“Security”, go to Login, right click, and select “New Login” from the context menu.
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- & localhost (SQL Server 15.0.4198 - sa)
| Databases

= Security
= | Filter » fognts
[ gin##
N Start PowerShell
- Reports » JERVICE
-
.: Refresh
L

+ Server Roles
v Credentials
+ Audits
¥ Server Audit Specifications
Server Objects
Replication
PolyBase
Management
# [E XEvent Profiler

F B EAE

e C(Click Search, type in the user account name (Windows login username or user group) for the
Nox DB user and click OK.

B togin - New - ] X
Rstot s poge O sopt v O ey
Logen nerm Seanth
» Seciratins
» St ® Vhraiows mutwtcaton

) SOL Server authantication

) Mapped 10 certificate

) Mappad 1o ssymmeane hey

] Map 16 Craduntial Add

Cannncton Magped Credentais. Credecnel Provder

Seevee
A 7

Conrection

W View connecton propunies
Progeess Hemove

Huay masier

Dwinutt datntese

Detouh engusge et

0K Cancel

e Now, we need to access the server for the user. In the left menu for the user, go to server
roles (1) and select public (2).
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B Login Properties - BUILTIN\Users = o X
%G T Sowt v @ Heb
» exl)
& User Mapping' Server role is used to grant server-wide securty privileges to a user.
# Securables
& Satus
Server roles.
() bukadmn
) dbcreator
() dskadmn
__) processadmin,
@ pubic
) secuntyadmin
_) serveradmin
(] setupadmin
_) sysadmin
Connection
Server.
I <5<
Connection
AzureAD\MtchedCoberoft
¥¥ View connection propedies
| Progress.
Ready
| ok Cancel

e Next, go to the Securables menu (1) and scroll through the permissions to find connect SQL
and grant access.

B Login Properties - BUILTIN\Users

- m} X
Select a page =
) IJ Scipt v @ Heb
K Server Roles
H User Mapping Login name BUILTIN\Users
F Securables
K Status Securables: Search
Name Type
o e =
Connection
Serv Pemmissions for CPC-Mitch-3PA3M\SQLEXPRESS
I e e
i Pemmission Grantor Grant With G_ran( Deny B,
B | | Cove s o 0o
¢¥ View connection properties Connect SQL O O
Connect SQL sa 2 0 O
Control server O (@] @]
Create any database 0 (] O
Progress Create availabiity group W) () 0O
Ready Create DDL event not O () O
Create endnoint ) M M
[0k | Cancel

Next, go to the “User Mapping” menu and mark the checkbox next to the Nox DB database. In the
role membership settings, check db_datareader and db_datawriter as shown below.
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Granting User Group Permissions in SQL Server
Follow these steps to grant a user group permission to access an SQL Server database and store

procedures using SQL Server Management Studio (SSMS).

1. Open SQL Server Management Studio (SSMS).
2. Navigate to Security:
a. Inthe Object Explorer, expand the Security folder.

b. Right-click on Logins and select New Login.

3. Create a New Login:
a. Inthe Login - New window, click the Search button next to the Login name field.

b. Inthe Select User or Group dialog, click Object Types and ensure Groups are
checked.

c. Click Locations to specify the location if necessary.
d. Enter the name of the user group and click Check Names to validate.

e. Click OK to close the Select User or Group dialog.
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I Script v © Help

Login name

® Windows authentication

) SQL Server authentication

M
| Select User or Group X
] M Selectthis objecttype
{ |User orBuiltin security principal Object Types.

Serve: From this location

Locations

Enter the object name 1o select (examples)

[T~ \User < Check Names

Advanced oK Cancel

Default database e

Default language <defaut>

4. Configure Authentication:
a. Ensure the Windows authentication option is selected.

5. Map the User to a Database:
a. Inthe Login - New window, select User Mapping from the left menu.

b. Inthe Users mapped to this login list, check the box for the database you want to
assign permissions to.

c. Inthe Database role membership for section, check the roles db_datareader and
db_datawriter.

d. Click OK to create the login.

6. Grant Stored Procedure Permissions:
a. Inthe Object Explorer, expand the database (e.g., noxdb).
b. Expand the Programmability folder, then the Stored Procedures folder.
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Right-click on each stored procedure you want to grant permissions to and select Properties.

Stored Procedure Properties - get_min_max_values_for_parameter - [m] *

Select a page
# General
*

# Extended Properies Schems: dbo

T Script ~ @ Help

Vigw schema pemmissions
Swored procedure get_min_max_values_for_parameter
Usars or roles Search

Name Type

Permissions for BUIL TIN\Users
Explicit Effective

Permission Grantor Grant With Gr Deny
W View connoction properties by U
Control

Exscute
Execute dbo ]

Take ownership
Progress

View definition

oooooag
Ooooaad

Ready

7. Assign Execute Permission:

a. Inthe Stored Procedure Properties window, go to the Permissions page.

b. Click Search to find the user group.

c. Repeat the process of selecting Object Types, ensuring Groups is checked, and
locating the user group.

d. Click Check Names to validate and OK to select the user group.
e. Inthe Explicit Permissions for <user group> list, check the Grant box for Execute.
f. Click OK to save the permissions.

The user group should now have the correct permissions to access and execute the specified stored
procedures in the database.
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Getting Started with Nox DB

Below are the main steps for successfully operating the Nox DB.

Scan the data locations

The first step is to scan the data location with PSG studies that the user wants to extract statistical
information. Multiple locations can be selected, and a new location can be added via the “plus” icon
in the top right corner.

NoxDB - ] X
File Help

NOX ~[H

= Active > Name Path Last Upload Progress

Records
@ No Datasets found.

Scan

g\’?

Settings

Scanning is initiated by pressing the Play icon, and the status is displayed in the “Progress” column.
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NoxDB

File Help

nox medical

NOX o+
= Active (> Name Path Last Upload Progress
Records
@ > rsc2013-1 | R New Location
Scan
% > PSG_3 _ New Location
Settings
After scanning has been initiated, a status bar will be displayed about the progress of scanning.
Progress Status

New Location

Processing 8 of 9

X

Note that each study scan will take about 4 seconds, so when scanning big data libraries, it can take
guite some time to process as multiple parameters are being gathered. The Nox DB will scan all
parameters and custom fields that are a part of the studies being scanned.

In some cases, the Nox DB is unable to process specific data folders, and that is displayed with a

message if that is the case that a study is incomplete. Reasons can be empty study folders e.g.

96 of 97 Processed - 6 incomplete studies
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Working with statistical data and exporting
After scanning is completed, the “Records” tab will be populated with the information from the
scanned locations. The “Records” tab is where the data is displayed, processed, and exported.

NoxDB - ] X

File Help

NOX  clearfiters Parameters Presets Export Selected Praset

e A4 default v + m @
Records ADD IS 3 m Export All Parameters
& (DR
sean SubjectNameUs = 1l SubjectlD = 1) AHI = 1 SubjectHeight = 1l SubjectWeight = 1l SubjectBMI =
X
Settings
Y Showing 0 to 0 of 0 entries

N N\
N XN

The “Records” tab pre-defines the most common parameters in the default Nox Medical reports.
New Parameters can be added by selecting one or more from the list at the top right of the
“Records” sheet.

(Y]
(W
[k}
i
L

ADLC G

The order of the parameters can be changed by dragging the parameter labels. They can also be
reordered with arrows by right-clicking on the label and selecting “REORDER WITH ARROWS.” They
can be removed by right-clicking on the label and selecting DELETE. You can also set what parameter
is a REFERENCE parameter. Setting the reference parameter will freeze that single parameter while
scrolling through the records library.
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AH = 11 SubjectHeight = 1|
SET REFERENCE
(@] DELETE

&« REORDER WITH
ARROWS

Displaying Data in Nox DB
A filter needs to be applied to display data. To activate the filter, click the hamburger button and
define it.

For example, if you want to show all the studies in the database with an ODI greater than 10:

Click the green hamburger icon highlighted above (1 in the image above).
Set the parameter to Great than

Adjust the numeric value to 10

Click Apply

P wnNPR

SubjectHeight E T

Greater than A

O

2 2

‘ Apply ‘
input
The filter is now shown in Nox DB (1) in the example below. The studies that meet the filter

requirements are now in the database (2). The number of studies that meet the filter requirement is
shown at the bottom of the database outline (3).
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NOX | Clear fiters Parameters Presets Zxport Seecied Preset

AHI =2 =
e o v default v+ B m @

Records ADD (&4 = =) i

& E &

seen SubjectNameUS = 1] SubjectiD = 1l AHI@Q= 1= SubjectHeight = 1] SubjectWeigh
by

Settings 02e47204-9e9-4€39-8773-b30 3,0

Y eShowing 1to 1of 1entries <« < 1 > » 10 Vv

Note it is possible to show all data from a dataset without a filter. Click the show all button as shown
below. This can be toggled on and off to display data.

With Nox DB 1.1.3, users can now input values with the keyboard:

AHI = 1] SubjectHeight = 1| SubjectWeight = 1|
17.7

Greater than Or Equal v
0.0 O

‘ 15 ‘0.00
0.0

Apply
45
13.2
Showing 1 to 5 of 5 entries < < 1 > >
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The filters have different functionalities depending on if the data is numeric values, dates or text

strings.

The data can also be sorted using the shortcut below.

SubjectHeight = I

The active filters will be displayed at the top of the page.

Records

Clear filters | syBJECTHEIGHT>164 x = SUBJECTWEIGHT <75 x 0DI =47

The drop-down menu at the top right of the page allows you to save a combination of filter setups
for future use.

:lrc Fatla
L) T

default W + @

(= -] ﬂ

The “plus” icon allows you to create a new filter preset, while the “save” icon merges the changes
done on the active filtering to the active filter presets.

The “arrow icons” allow the user to import and export filter presets from other users, and the “trash
can” lets the user delete the active filter preset.

After completing the filter adjustments, the final step would be to export the data to either .csv
format or .xIsx from the icons on the top right of the “Records” page for further statistical processing
or reporting. There are two options, export selected Preset or all parameters.
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Managing Database settings

You can establish connections with other databases in the database settings by configuring the form
in the settings tab. Additionally, you have the option to apply new configurations for database
connections.

1. Connection Status: Displays the status of the NoxDB application's connection to the
database.

2. Server Name Input: Users can enter the server name in the input field. After entering the
server name, clicking the "Connect" button will verify if the database connection is
successful.

3. Existing Databases Dropdown: Users can select a database from the dropdown list, connect
to it, and verify if they have permission to access the database.

4. Connect Button: Attempts to connect to the database using the current configuration.

5. Apply Configuration: Users can apply the database configuration and reload the workspace.

6. Create New User: Users can create a new user with a Windows domain in the SQL Database
and be granted read and write permissions to the selected database.

7. Create New NoxDB Database: Users can create a new NoxDB database and start with a clean
database. Creating a new user or database is only feasible if the current user holds

sysadmin privileges.
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NoxDBE
File Help

NOX

= Connection Status
Records
Status:
& .
Connection Success
Scan

@ Server:

Settings
o localhost\sqlexpress

Databases:

o NOXDB_Test_creation

Connect to SQL with current configuration

o Connect

Apply current configuration to the workspace

[~

\>>?—:; o Apply

N

Database Settings

o Create new user with read/write permission

DOMAIN\USERNAME:

User Has Windows Login

Create

° Create Database

Database Name

NOXDB_Test_creation

Create Database
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